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Foreword

A year ago, Russian troops crossed Ukraine’s national borders, 
thus bringing war back onto European soil. The course that the 
invasion has taken is well known. The rapid conquest that Russia 
envisaged has turned into a bloody conflict that has claimed 
tens of thousands of lives and is still ongoing. As a result of the 
war – invisible to the naked eye – there has also been fighting in 
the digital sphere by pro-Russian and pro-Ukrainian actors. 

The NCSC has been monitoring this digital conflict closely and 
with maximum vigilance since the start of the war. Together with 
our national and international partners, we detect and analyse 
cyber threats 24/7 that could be related to the conflict in Ukraine 
and offer action strategies to companies and organisations in 
the Netherlands. Fortunately, the impact of cyber attacks in the 
Netherlands has hitherto been limited, but that could change. 
Vigilance remains essential. 

What can we learn from the past year? As with all major events, 
it is important to take a retrospective look from time to time. We 
can learn from that and thus look ahead again. This is why the 
NCSC took the initiative in December to review the past year’s 
experience with our partners. What kind of cyber attacks did we 
see, how did they work, and what kind of actors were behind 
them? Another important point: what measures can we take to 
combat them? 

This report gives a concise description of the four main cyber 
security lessons from a year of war in Ukraine. These lessons 
learned provide us with valuable insights which help us to be 
prepared for future cyber attacks. The more knowledge we gain 
of our own actions and malicious actors in the digital sphere, the 
more we can improve the Netherlands’ digital resilience. 

The war in Ukraine has had a major impact in the Netherlands as 
regards raising awareness. We are seeing a growing realisation 
on the part of organisations and companies of our economic 
reliance on digital services and their vulnerability. As a result, 
the private and public sectors are beating a path to each 
other’s doors and exchanging information. More stringent new 
European cyber security legislation will encourage this trend still 
further.  

As the war in Ukraine enters upon a new phase, it is important 
for organisations and companies to maintain their joint efforts 
in the area of cyber security. That starts with more robust, more 
secure IT environments. The NCSC-NL will continue to strive 
to improve communications between all concerned and share 
threat information and action strategies promptly. 

Together we need to be on the lookout for cyber attacks, for 
things that happen just when you are not expecting them. We 
can only minimise the impact of such attacks on the Netherlands 
and the world by working together. 

Hans de Vries
Director NCSC-NL
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The main lessons

Digital attacks related to the war have not hitherto caused any 
major disruption in the Netherlands. The attacks that have been 
carried out have had only temporary, local effects, hence the 
impact has been limited.1 The threat appears to be stable, but it 
could change suddenly.2  

We can nevertheless draw cyber security lessons from the 
Russian invasion of Ukraine.3  Although there has been no 
major disruption in the Netherlands, our allies have been hit by 
substantial war-related digital attacks,45 many of them carried 
out by non-state actors such as hacktivists. 

Public disquiet
The report that the Russian invasion of Ukraine could also affect 
Dutch digital security entered into Dutch households through 
various media.39 At that time, the Dutch public regarded a 
possible cyber attack as the second greatest threat to security 
and general prosperity in Europe.4 

The NCSC-NL, CSIRT-DSP and DTC also received many questions 
at that time on the effects of the war on Dutch digital security, 
both at a well-attended joint webinar5 and through the usual 
communication channels.

Cyber security lessons  
As so much has already happened in connection with the 
war, in the form of digital attacks and the measures taken to 
improve digital resilience, it is important in our view to take a 
retrospective look and draw lessons. That is what we do in this 
report. 

The four main lessons are as follows: 

1. The rise of hacktivism: hacktivists are a major presence in the 
context of the Russian invasion of Ukraine, carrying out disruptive 
digital attacks.

2. The role of private-sector organisations: private-sector 
organisations play an important role in improving the digital 
resilience of organization in and outside Ukraine. Private-
sector organisations are, moreover, key in keeping vital services 
available. 

3. Getting the basics in order: the rapid escalation of the war shows 
how important it is to be prepared for a future, rapidly escalating 
cyber crisis.

4. Spillover effects: cyber attacks are not confined within national 
borders; they can have an international impact.  

This report discusses the four cyber security lessons and 
provides perspective for action with each lesson, enabling 
organisations to improve their digital resilience still further. 

3

In this report, the NCSC-NL, along with the DTC and CSIRT-DSP, looks back on a year of war 
in Ukraine and the cyber security lessons that can be drawn. We consider not only the digital 
threats but also measures to increase digital resilience in partnership with cyber security 
partners in the Dutch government. This chapter provides an introduction, outlining the context 
of and run-up to the report as a whole.
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1. The rise of hacktivism
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Hacktivists have carried out many digital attacks since the start 
of the Russian invasion of Ukraine.6 Hacktivists are roughly 
divided into pro-Ukrainian and pro-Russian groups. Soon after 
the Russian invasion, for instance, the Ukrainian authorities 
called upon cyber specialists to join a new Ukrainian IT army that 
operates in allegiance with Ukrainian interests.7 

• Hacktivists have nevertheless sometimes targeted 
organisations that were not directly involved in the 
conflict. They have not only carried out digital attacks on 
organisations directly involved in the war; pro-Russian 
hacktivists have also targeted organisations merely because 
they are based in countries that support Ukraine.8 Hospitals 
in the Netherlands, for instance, have been the targets of 
hacktivists’ digital attacks.1 
 
Pro-Ukrainian hacktivists have attacked organisations for 
not showing enough support with, from their perspective, 
the Ukrainian cause.9 Organisations are often designated 
as targets in response to a political development10 and are 
often targeted from an opportunistic perspective.  

• Hacktivists often carry out digital attacks in response of 
a political development. Hacktivist digital attacks took 
place, for instance, after new arms supplies to Ukraine were 
announced,11 Soviet monuments were taken down,12 or 
political decisions were made that were regarded as anti-
Russian.13 Hacktivist attacks are characterised by ideological 
rather than financial motives.  

• Hacktivists try to attract attention to their digital attacks. 
They use strong rhetoric in their public communications to 
make their actions more powerful, choosing digital attack 
targets that have a symbolic value, e.g. the 2022 Eurovision 
Song Contest.14  

• Many hacktivist groups are ad hoc organized. The 
hacktivist group Killnet, for instance, uses Telegram 
channels to keep in contact with its supporters. Its Telegram 
channels have tens of thousands of users, who are not 
necessarily all hacktivists: cyber security researchers and 
journalists also closely monitor the group through these 
channels. 

Potential impact on Dutch 
organisations
• The impact of hacktivist attacks varies. This is due to 

the ad hoc composition of hacktivist groups, which makes 
coordination and collaboration more difficult for hacktivists 
than e.g. for sophisticated state actors. It also changes the 
capabilities and level of expertise available. 

• An organisation’s political position is a risk factor. If 
an organisation has a political stance, that makes it a 
potential target for hacktivists, and this should be taken into 
consideration in your risk analysis.  

• Dutch digital infrastructure has been abused for DDoS 
attacks on Ukrainian websites.15 A good deal of internet 
traffic passes through the Netherlands because of the high 
quality of the Dutch digital infrastructure and the country’s 
central location at many international internet hubs. 
Malicious actors can take advantage of our high-quality 
infrastructure to carry out digital attacks.  

• Hacktivism originating in the Netherlands can cause 
undesirable reactions. Hacktivist attacks originating in the 
Netherlands can have adverse consequences, for example 
causing the country to be targeted by politically motivated 
counteractions. Abuse of the Dutch infrastructure is also bad 
for the country’s international reputation.16   

• Hacktivist interference makes the threat landscape more 
complex. State actors can conceal their own activities e.g. 
by ascribing them to hacktivist attacks.17   

• Carrying out digital attacks is a criminal offence. This 
applies equally to hacking into computers or servers and 
carrying out a DDoS attack on a website. These rules apply 
to anyone in the Netherlands committing such offences.18  

• Being involved in hacktivism can also cause problems for 
people holding confidential government positions. E.g. 
ties with hacktivist groups might become problematic when 
someone tries to obtain a security clearance.19  

Lesson 1: hacktivists are a major presence in the context 
of the Russian invasion of Ukraine, carrying out disruptive 
digital attacks.
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Perspective for action
Include DDoS attacks in your threat analysis.
Hacktivists use DDoS attacks in an attempt to disrupt the 
availability of digital systems and processes. DDoS attacks are a 
common attack technique used by hacktivists. 

Check your crisis communication plan.
Hacktivists can also use a hack-and-leak operation to steal and 
leak confidential information to damage the reputation of an 
organisation or government body. They use defacement attacks 
to try to gain access to the target’s communication channels and 
deface them with inflammatory, alarming and provocative texts.
 
Hacktivists’ aim is to attract ample attention to their campaigns. 
Having carried out a digital attack, they actively publicise it, 
with the result that you may have to tackle questions from your 
stakeholders or e.g. the media. 

A good crisis communication plan can help you to respond 
effectively to a digital attack, even if it attracts a lot of publicity. 

6

Include a DDoS scenario in your threat and risk analysis. 
The NCSC discusses how you can protect your organisa-
tion against a DDoS attack in its fact sheet  “Continuïteit 
van online diensten” [Continuity of online services]. 

The NCSC provides starting points for dealing with a digi-
tal incident in its publication “Aandachtspunten crisisma-
nagement en crisiscommunicatie bij digitale incidenten” 
[Key points in crisis management and crisis communicati-
on in the event of digital incidents]

https://www.ncsc.nl/documenten/factsheets/2019/juni/01/factsheet-continuiteit-van-onlinediensten
https://www.ncsc.nl/documenten/factsheets/2019/juni/01/factsheet-continuiteit-van-onlinediensten
https://www.ncsc.nl/documenten/publicaties/2022/maart/4/aandachtspunten-crisismanagement-en-crisiscommunicatie
https://www.ncsc.nl/documenten/publicaties/2022/maart/4/aandachtspunten-crisismanagement-en-crisiscommunicatie
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2. Private-sector organisations
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Private-sector organisations are playing an important role in 
securing the Ukrainian digital infrastructure and keeping it 
accessible. This has had a major impact on the organisations 
involved in the war, in various ways. 

• Private-sector organisations have been pivotal in 
keeping Ukrainian digital services accessible. Ukrainian 
government bodies have frequently been affected by digital 
attacks. Thanks to private-sector organisations such as 
internet service providers, cyber security organisations, 
cloud service providers  and hosting organisations, the 
Ukrainian population has been able to enjoy continued 
access to digital services. This has been possible partly 
because the Ukrainian authorities have moved data and 
servers outside Ukraine to keep them out of the hands of 
the Russian occupiers.21  

• Threat information from private-sector organisations has 
enabled digital attacks to be halted at an early stage. On 
15 January 2022, for instance, Microsoft reported destructive 
malware WhisperGate targeting various organisations in 
Ukraine, which it had discovered on 13 January 2022.22 Based 
on this information, many organisations took appropriate 
action to prevent damage in Ukraine and elsewhere.23  
 
Other organisations such as ESET,24 SentinelLabs,25 
Mandiant26 and Palo Alto’s Unit4227  have helped to keep 
many organisations digitally secure by providing threat 
information.28   

• Internet service providers (ISPs) have been able to keep 
the internet accessible in Ukraine. The Ukrainian internet 
infrastructure has been severely damaged by Russian 
physical29 and digital30 attacks. In addition, Russia diverts 
internet traffic into occupied areas via Russian servers for 
surveillance and censorship purposes.31  This affects the 
availability, confidentiality and integrity of the internet for 
organisations and people in Ukraine.  
 

Russia often found it difficult to cause major disruption, 
because Ukraine has many different ISPs. A particular 
network going down had a relatively small impact on the 
system as a whole.32  
 
Satellite communication also played an important role in 
keeping the internet available in Ukraine. SpaceX activated 
its Starlink satellite network over Ukraine on 27 February 
2022, at the request of the Ukrainian authorities.33 34 This 
restored access to the internet in the areas severely affected 
by the war, and Ukrainian troops, civilians and organisations 
were able to stay in contact with the outside world.  

• Private-sector organisations make a valuable 
contribution by obeying sanctions and legislation. This 
joint contribution ensures that the sanctions against Russia 
and Belarus are effective.35  

Potential impact on Dutch 
organisations
• Thanks to close collaboration with the private sector, 

many organisations have been able to improve their 
digital resilience. This is true of government bodies both 
in Ukraine and elsewhere. Collaboration and knowledge 
sharing with the cyber security community is vital to keep 
digital systems secure.  

• Private-sector organisations can be targeted by digital 
attacks if they provide support to a warring party. It is 
not only states that are involved in a conflict; technology 
companies also have substantial geopolitical sway as a 
result of the digital services and products that they provide. 
That influence can also make them potential targets of 
digital attacks.36  

Lesson 2: private-sector organisations play an important 
role in improving the digital resilience of organization in 
and outside Ukraine. Private-sector organisations are, 
moreover, key in keeping vital services available.
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Perspective for action
Include hacktivists reactions in a risk analysis when 
your company makes a political statement.
Dutch public37 and private-sector organisations are providing 
support to Ukraine in the fight against the Russian occupiers. 
That support may be desirable for all sorts of reasons. Include 
any negative side-effects as hacktivists reactions (such as DDoS-
attacks) in a risk analysis. 

Work together with other organisations.
Together organisations have more knowledge than if they act 
on their own: for instance, they can enter into a partnership 
to exchange threat information or knowledge and experience. 
Active participation in various partnerships and consultative 
forums – also during periods when the threat level is lower – can 
provide a firm foundation for collaboration in times of crisis. 

Include the threat of digital attacks by hacktivists and 
state actors in your risk analysis. The threat can increase 
if your organisation provides support to Ukrainian 
organisations or speaks out against the invasion. 

Active participation in partnerships such as an ISAC 
(sectoral consultative cyber security forum) or OKTT 
(organisation that provides objective threat information) 
contributes to the digital resilience of all participants. 
More information on launching and developing partner-
ships can be found on the websites of the  NCSC and DTC. 

https://www.ncsc.nl/onderwerpen/start-een-samenwerking
https://www.digitaltrustcenter.nl/samenwerkingsverbanden
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3. Getting the basics in order
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The digital war has shown how important it is for an organisation 
to have its basic cyber security in order. 

• It was initially unclear what influence the Russian invasion 
of Ukraine was having on Dutch digital security.38 The 
potential effects of invasion-related digital attacks were also 
on the agenda of various media by the end of February,39  
and there was a good deal of uncertainty among the Dutch 
public at that time about a possible digital attack.4  
 
At that time the NCSC-NL, DTC and CSIRT-DSP did not 
have any evidence of digital attacks arising from the war in 
Ukraine that could have an impact on the Netherlands. At 
the same time, future digital attacks on Dutch organisations 
could not be ruled out either.40  

• Ukrainian organisations were able to limit the damage to 
a large extent thanks to good cyber defence. The impact 
of the many digital attacks perpetrated on Ukraine was 
relatively limited.41 Ukrainian organisations were found to 
be effective in monitoring digital attacks and responding 
quickly. They swiftly responded to malware and patched 
vulnerabilities, for instance, thus substantially limiting 
damage from digital attacks.42 
  
Many organisations in Ukraine also made backups in 
the cloud and moved services there right from the start 
of the war, so that data and digital processes were not 
solely reliant on local systems. In addition, the fragmented 
Ukrainian communications network protected various vital 
services thanks to redundancy.43  

• Digital attacks during the war often targeted vulnerable 
peripherals. Attackers took great advantage of vulnerable 
peripherals to step up the rate of digital attacks. Abuse 
of vulnerable peripherals is more scalable than phishing 
attacks, which are time-consuming. Abused targets include 
vulnerable firewalls, routers and email servers.44   

Potential impact on Dutch 
organisations
• Many different war-related digital attacks have been 

carried out. The NCSC kept track of them in a timeline in 
2022.45 The digital attacks differ in terms of attack methods 
and intended effects, which is a challenge when it comes to 
improving organisations’ resilience.  

• Not all digital attacks are directly visible. The fact that 
we do not observe digital attacks does not mean that they 
do not exist: for instance, attackers can take up positions 
in systems and only cause disruption later. Some basic 
measures (e.g. network segmentation and collecting log 
information) are effective even if an attacker already has 
access to a system. 

Lesson 3: the rapid escalation of the war shows how 
important it is to be prepared for a future, rapidly 
escalating cyber crisis.
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Action strategies
Use scenarios in your risk analysis.
Digital attacks are difficult to predict. The attack methods used 
and the intended effects of digital attacks can differ. By using 
scenarios specific to your organisation, you can identify the 
different types of digital attacks that could affect you. Scenarios 
can help you to identify the impact of digital attacks and your 
organisation’s resilience to them.

Take at least the basic cyber security measures.
Uncertainty about whether the digital threat will manifest itself, 
and if so, how, shows the need to have your digital security in 
order. Both the NCSC and DTC have produced two guides that 
are useful, depending on the organisation’s level of maturity, in 
improving digital resilience. 

The NCTV and NCSC’s  Cyber Security Assessment 
Netherlands provides information on the digital threat, 
the interests that could be affected, our resilience and 
finally the risks, focusing on national security. This 
publication is useful when modelling threat scenarios or 
carrying out risk analyses. 

The AIVD, MIVD and NCTV’s Threat Assessment of State 
Actors provides valuable information on threats arising 
from state actors. This publication provides a useful basis 
for designing threat scenarios.

In its guide “Five basic principles of secure digital entre-
preneurship” the DTC discusses security principles that 
help businesses to improve their digital resilience. 

In its “Guide to cyber security measures” , the NCSC 
discusses the eight basic measures needed to protect your 
organisation against digital threats. 

https://www.nctv.nl/documenten/publicaties/2022/07/04/cybersecuritybeeld-nederland-2022
https://www.nctv.nl/documenten/publicaties/2022/07/04/cybersecuritybeeld-nederland-2022
https://www.aivd.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-dbsa-2
https://www.aivd.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-dbsa-2
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.digitaltrustcenter.nl/de-5-basisprincipes-van-veilig-digitaal-ondernemen
https://www.ncsc.nl/onderwerpen/basismaatregelen
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4. Spillover effects  
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The digital attacks carried out in the context of the Russian 
invasion of Ukraine have mainly hit organisations in Ukraine, 
bordering countries that used to be part of the Soviet Union, 
and Russia itself. Some of these digital attacks have had broader 
spillover effects. 

• Disruption of one digital product or service can cause 
major disruption to one or more products or services, or 
even their complete failure.46 If a Dutch organisation relies 
on a digital product or service and that drops out due to a 
digital attack on a supplier elsewhere, we refer to this as a 
‘spillover effect’. 

• Many organisations have a limited understanding of what 
digital products and services they rely upon. This was 
revealed e.g. by the Log4J crisis in December 2021.47 Because 
of these complex digital services, it is difficult to foresee 
how knock-on effects could manifest themselves. 
 

• Spillover effects can be intentional or unintentional. An 
attacker may deliberately target a digital product or service 
in order to cause large-scale disruption; alternatively, a 
knock-on effect may be unintentional, when a digital attack 
causes unforeseen side effects.  

• These spillover effects were most clearly apparent in the 
digital attack on Viasat. Viasat is a satellite communication 
services provider.48 Tens of thousands of Viasat modems 
were hit by a digital attack on 24 February 2022, the day 
when the Russian invasion of Ukraine started. As Viasat 
provides services to both military and civilian users,49 the 
disruption due to the digital attack was noticeable far 
beyond Ukraine: thousands of wind turbines in Europe 
temporarily went offline,50 for example, and the internet 
was inaccessible for a while in some remote areas.51   
 
 
 

• Disinformation was also disseminated in Ukraine as a 
result of a digital attack on a supplier. Seventy Ukrainian 
government websites were defaced with alarming texts in 
the night of 13–14 January 2022, for instance, because a joint 
supplier had been hit by a digital attack.52  

 
The impact on Dutch 
organisations
Being a small, open trading country, the Netherlands is 
highly interdependent on foreign countries, and it relies on 
international trading and production chains.53 This is also 
the case with digital products and services, as many Dutch 
organisations are reliant on foreign suppliers. 
 
• The Netherlands’ international orientation and 

integration is not without risk. It can be difficult to 
maintain an overview of all our suppliers of digital services 
and products. If an international supplier is compromised, 
that can have effects in the Netherlands. In addition, 
malware – if systems are not properly segmented – can 
spread to Dutch systems from a system in another country.  

• Spillover effects are often impossible to predict or 
foresee. Failure of a digital product or service can cause 
a chain reaction that is difficult to predict, because of the 
complexity of many information systems. 

Lesson 4: cyber attacks are not confined within national 
borders; they can have an international impact.
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Perspective for action
Segment your networks.
By segmenting your network, you limit the consequences of 
a digital attack. Segmenting means dividing a network into 
multiple zones, making it more difficult for an attack on part of 
your organisation or one of your suppliers abroad to spread to 
your network. 

Apply Zero Trust principles in your IT infrastructure.
Applying Zero Trust principles creates various layers of defence 
in your network segments. The Zero Trust model is based on the 
assumption that network traffic is basically untrustworthy and 
must therefore always be verified. That makes it more difficult 
for attackers to move laterally across a network. 

Examine your supply chain.
A software supply chain comprises all the codes, people, systems 
and processes involved in developing and implementing 
your software. Undesirable dependencies in it can make your 
organisation particularly vulnerable to threats arising from 
a political conflict: for example, suppliers in other countries 
may be rendered unavailable as a result of a boycott or digital 
attack. Suppliers can also be susceptible to undesirable political 
interference, so include that in your risk analysis. 

Install software updates promptly.  
Digital attacks can be carried out on a large scale if there are 
unpatched vulnerabilities. Prompt patching ensures that 
attackers have limited time to abuse vulnerabilities, thus 
reducing the likelihood of a prior digital attack spreading to your 
systems.

1515

The basic measures set out by the NCSC explain the 
importance of network segmentation. The Dutch ISP 
KPN outlines how to carry out network segmentation in 
a blog. The American National Institute of Standards and 
Technology sets out the structure of a segmented network 
in detail in “SP 800-215”.

For more information about Zero Trust and how to apply 
these principles to your systems see the NCSC fact sheet  
“Prepare for Zero Trust” and the expert blog “What about 
zero trust?”.

An understanding of the systems and software being 
used in your organisation, and restricting access to 
them to the absolute minimum necessary, will protect 
against cyber incidents spreading within a supply chain. 
Incidents in your supply chain can cause problems for 
your organisation even if the incident does not spread to 
you. The Digital Trust Center provides a guide to agreeing 
measures with IT suppliers.

Installing software updates is one of the  “basic cyber 
security measures”. For more information see the 
websites of the NCSC and DTC.

https://www.ncsc.nl/onderwerpen/netwerksegmentatie
https://www.ncsc.nl/onderwerpen/netwerksegmentatie
https://www.kpn.com/zakelijk/blog/netwerksegmentatie-zo-werkt-het.htm
https://csrc.nist.gov/publications/detail/sp/800-215/final
https://www.ncsc.nl/documenten/factsheets/2021/augustus/18/factsheet-bereid-u-voor-op-zero-trust
https://www.ncsc.nl/actueel/weblog/weblog/2020/what-about-zero-trust
https://www.ncsc.nl/actueel/weblog/weblog/2020/what-about-zero-trust
https://www.ncsc.nl/onderwerpen/basismaatregelen
https://www.digitaltrustcenter.nl/informatie-advies/afspraken-maken-met-een-it-leverancier
https://www.digitaltrustcenter.nl/informatie-advies/afspraken-maken-met-een-it-leverancier
https://www.ncsc.nl/onderwerpen/basismaatregelen
https://www.ncsc.nl/onderwerpen/basismaatregelen
https://www.ncsc.nl/onderwerpen/software-updates
https://www.digitaltrustcenter.nl/updates
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